Introduction
When Edward Snowden revealed to which extent modern surveillance systems control the world, this provoked a massive outcry among politicians and citizens. The National Security Agency's (NSA) programme, exposed by Snowden, is probably one of the biggest programmes collecting data of foreign and domestic citizens in the world. However, as terrorism has already existed before the 21st century, also counter-terrorist measures have a long tradition (Bigo, D., 2006) . The method of collecting data by using computerized systems has its beginnings in the second half of the 20th century. This new "computational security" is widely regarded as the beginning of "new surveillance" (Baumgärtel, 2013; Lyon, 2006, p.3; Marx, 2002, p.9; Katzenstein, 1993, p.162) . One of the countries which first made use of new surveillance methods was West-Germany (in the following only referred to as "Germany"), having to deal with left-wing extremism in the 1970s and 80s. It is, therefore, of particular interest to investigate to what extent Germany could cope with the new challenges and keep its democratic legitimacy as a Rechtsstaat, in particular in view of its fragility as a young and politically divided democracy. The Rechtsstaat is here defined as "a state in which the rule of law prevails" (Heun, 2011, p.36 ).
This paper examines to what extent the new surveillance and security methods, introduced by the German government against the RAF, led to a transformation of the understanding of the Rechtsstaat. To elaborate on this question, the first part touches upon the evolvement of the RAF.
Furthermore, it introduces the criminologist Horst Herold, the main "hunter" theory can be linked to the events in Germany. The third part explores the workings of the legislative and executive powers of the time by illustrating how they were threatening to undermine the Rechtsstaat in the attempt to establish security. The paper concludes by arguing that to counter the radical left-wing movement of the 1970s and the RAF, the German government implemented a number of policies and new processes, which challenged some of the basic principles of the Rechtsstaat, and thereby jeopardized the political and judicial foundations of this young democracy (Frohman, 2015) .
In terms of methodology this chapter is based on a qualitative analysis of primary sources, such as the German constitution and its subsequent interpretation, newspaper interviews with contemporary witnesses, and written pieces by important actors. Numerous secondary sources supplement the study with additional information on counter-measures and consequences for the Rechtsstaat. Gary Marx (2002) and David Lyon (2006, 2007) are two renowned surveillance scholars whose theories guide this chapter in its analysis and lay the foundation for the argument that security and surveillance methods pose a threat to the principles of the Rechsstaat.
In regard to the literature on left-wing terrorism in the 1970s in Germany, judicial, political, sociological and autobiographical works predominate the field (Weinhauer, 2004) . Beatrice de Graaf (2011) , for example, analyses the effectiveness of counter terrorism measures by governments and generally argues that these measures do more harm to "law and order" than good. Wolfgang Kraushaar (2006) Our angle to approach the anti-terrorism measures in Germany marks a novelty in this field as it pays particular attention to Marx's "new surveillance" theory. Furthermore, the perspective of "surveillance and security" studies has not yet been applied to this historical period. The aim of this paper is to combine a historical perspective with the theoretical framework set out by Marx and Lyon and to investigate whether there is a concrete link between the newly implemented surveillance methods, such as dragnet investigation, and the rethinking of the Rechtsstaat. To understand the full impact of "new surveillance" it is of vital importance to analyse and understand the origins of these methods, as this will help understand the overall development of surveillance practices. Therefore, Germany in the 1970s is an ideal case for this analysis.
The struggle between the German state and left-wing terrorism presents an interesting example of power struggles in Western democracies in post Second World War politics. While the young democracy resorted to the instruments at hand, such as law enforcement, the RAF continuously tried to challenge the Rechtsstaat with increasingly violent and deadly attacks on institutions as well as on political and economic representatives.
The government mobilised all police forces by centralizing them under the BKA and significantly increased the independence of a few leading figures of law enforcement. These measures stretched the limits of the Rechtsstaat to the extent that they started to face strong criticism and even constitutional court interference from the late 1970s onwards. 
Red Army Faction (RAF)
The following section shortly describes the roots of the RAF and their motives to provide the substantial context of their actions. The origin of the militant left-wing movement lies in the frustration with the not very effective protest movement of the 1960s.The RAF founders came directly from the environment of the 1968 protest movement. Today, the group is considered as a result of the quick disintegration and change of the protest movement after the implementation of stronger police action against protesters (Kraushaar, 2006) . The RAF's politically motivated struggle with the German Rechtsstaat focused particularly on the fight against capitalism and imperialism embedded in the, according to their view, German political system that had not successfully distanced itself from fascist tendencies (Bauer, 2011) . In this regard, it is important to place the emergence of the RAF in its contemporary socio-political context.
An important role in this context is played by the difficulties of
Germany's postwar generations to come to terms with the NS-past of their parents. In addition to that, the Vietnam War resulted in a general crisis of credibility of democratic regimes, which also affected Germany (ibid.). In one of their first publications the RAF considered itself as an "urban guerrilla" (Hoffmann, 1997, p. 40) , and, hence, violence was regarded as a necessary means to, on the one hand, demonstrate emancipation and, on the other hand, counter the violence employed by the state. The left-wing journalist Ulrike Meinhof quickly became the main spokesperson and author of the group's publications, in which they declared war on the Federal Republic and its institutions. They wanted to provoke the German state to act against its own laws and, thus, expose the authoritarian state it was accused to be. The state lacked a concrete legal basis to counter the RAF's actions and was, therefore, not properly prepared to face such a challenge (Klink, 2011) . With its revolutionary approach to attack the political, economic and legal structures of the state, the organization tried to overthrow the state, overturn society and establish a communist regime. 
Dragnet investigation
The following section introduces Horst Herold and his initiated police reform, which coincided with new developments in the way prevention in social, environmental and criminal domains of the state was understood (Frohman, 2015 
Background and origins of dragnet investigation
Herold's aim was to develop and reorganise the Bundeskriminalamt (BKA) and move it to the center of the German police with the help of electronic data processing. In his ten years at the BKA, he is said to have built it up to the best police in the world next to the FBI (Prantl, 2013) . In his opinion, the police could benefit more from the already collected data by using computers and, thus, making German police bureaucracy transparent and 
New Surveillance, security and its beginnings in West Germany
It is generally accepted that a fundamental change in surveillance occurred in the second half of the 20th century. In 1988 Marx (2002) The German Autumn of 1977 highlighted the RAF's capabilities and challenged German security authorities to an even larger extent than before.
Hunger strikes, hostage-taking to release prisoners in return and the politicisation of criminal proceedings put a lot of pressure on the authorities.
As a response, the BKA intensified the manhunt for the sixteen top RAF terrorists with a new special committee. The focus shifted more towards terrorists who had gone underground and to tracing their logistical bases.
The search was enlarged to Western Europe and made use of the dragnet investigation method (Schleicher, 2011) . In the following parts of the paper these policies are discussed in greater detail, emphasizing its implication for the workings of the Rechtsstaat [or summarize the main aim of the section in another way].
Political actions and their consequences for the Rechtsstaat
The As the RAF grew stronger the need for a modernization and centralization of the federal police increased. Herold, himself a social democrat, was generally supported by the SPD. Advanced technology was seen as an instrument to prevent abuse of power (Hanshew, 2010) .
However, the government was soon pushed to widen the boundaries they had set earlier to prevent an abuse of power (ibid.). The highly discussed Decree of Radicals serves as another illustration.
Rasterfahndung
The thorough background check and investigation of potential civil servants on the basis of their political suitability was supposed to prevent members of the German Communist Party, among others, to enter public service.
However, the majority of the protest generation complained to be affected by this occupational ban, as its critics called it. Until the late 1980s, 3.5 million applicants for civil service were investigated and 10.000 named ineligible. Therefore, a debate on the decree's constitutionality was initiated.
Yet, it took several years for the decree to be annulled (Hofmann, 2013) .
Blitzgesetze
The legislature contributed significantly to the state's ability to quick decision-making and effective counter-measures when facing the danger of instability and immediate terrorist threats.
Since 
Conclusion
In this chapter we have shown what impact the actions of the RAF in the 1970s had on Germany's Rechtsstaat. Whether one sees the political measures and reactions as a success (Mückl, 2007; Miller, 2010) or as a failure (Kraushaar, 2007a; De Graaf, 2011; Katzenstein, 1993) , we argue that this period put the young democracy to a comprehensive test. Our claim is that the implementation of new surveillance and security methods, introduced to counter the RAF, markedly undermined the Rechtsstaat. This is exemplified by the authorities making extensive use of the "state of emergency", changing political processes and curtailing fundamental liberties. Some of these changes were permanent, other policies were abandoned again, such as the Decree of Radicals. Many of the changes, whether permanent or temporary, were of questionable legality.
The paper began by providing a background to the history of the RAF and introducing the inventor of the dragnet investigation, Horst Herold, who can be seen as one of the pioneers of "new surveillance". In his view, profiling and computer based surveillance was necessary to protect the wider public and the foundations of the state. His ideas fit in with the ruling by the federal constitutional court of 1968, in which it clearly positioned itself as supporting the concept of a "wehrhafte Demokratie" (Miller, 2010) .
Herold was the head of the German police for ten years and modernised it to such a degree that it was regarded the best police department next to the FBI. However, many regard Herold's policing methods as the beginning of computer profiling, which led to thousands, if not millions, of innocent citizens to be included in large databases. Germany at the time. One of the main aspects of surveillance and security studies is the "preventive dimension" (Bigo, 2012) . It is the aim of the state to catch criminals before they commit the crime. However, as it is illegal to detain any citizen for not having done anything illegal, new laws were introduced to ease this process. One of them prohibited mere membership of a terrorist organization, for example. These laws were clearly led by a preventive approach, and thereby fit in with the ideas of surveillance and security studies (Frohman, 2015) . The concept of "new surveillance", introduced by Marx (1988) and extended by Lyon (2006) is applicable to the developments of the 1970s. The analytical framework of surveillance and security studies helps to shed light on these events. Particularly, their focus on the compatibility of the Rechtsstaat and counter-terrorist measures is helpful in this context. This paper has shown an inherent link between surveillance and security measures and the infringement of citizens' liberties.
All measurements taken by the German government were subjected to criticism in the aftermath of the events, with many questioning their legality and necessity.
The RAF had set out to challenge the German state and show its true colours. They saw in the majority of the political elite the remains of the fascist state as several important personalities in politics and economy used to be part of higher ranks in the Nazi regime. Questions concerning the right-wing legacy and demands for a proper process in coming to terms with Germany's past were presented by leftist orientated parts of society but
should not be fully heard until more recent years. Claims that the republic was blind on its "right eye" found some confirmation with the Oktoberfest bomb attack by a right wing extremist in 1980 and, most notably, with the NSU scandal in 2011. There will always be those challenging and attacking the state's structure. The 1970s in Germany have proven that countering those attacks may be as difficult as fighting the state as a terrorist. Some argue the government and police overstepped the lines drawn by the constitution, others argue the state acted within those lines. The claim of this chapter is that, regardless of the legality of specific laws, many processes, policies and procedural changes were of questionable necessity and legitimacy.
This chapter shows that counter-terrorist measures must be implemented in a very cautious way and that it is important, for the government, to stay within the boundaries set by the Rechtsstaat; otherwise, the claims by the terrorists are supported and strengthened by the state.
The key strength of this chapter constitutes its unique approach to look at Germany's counter-terrorism measures on the basis of Marx's "new surveillance" theory. As a consequence, this chapter adds the perspective of surveillance and security studies to a topic that is dominated by historical literature. Furthermore, this approach also taps into the broader relevanceof our contribution. Whereas the RAF terror threat is to some extent still remembered by a majority of German citizens today, the surveillance methods that were adopted at the time have not been thoroughly discussed and accepted. In the context of the recent NSA scandal, the methods of the 1970s shed an interesting light on the German Rechtsstaat's evolution and raises the question as to whether something has changed since then. The latter would present an interesting angle for further research with a stronger link to current events in matters of national security.
[2] Original language: "Übergesetzlicher Notstand".
